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Module Information
i:-!Jl ;rUl c,t JL,

Module Title
L'il Jl isJJl
Advanced Programming

Module Deliverv

Module Type Core [earning activity (C) E Theory
E Lecture
tr Lab
E Tutorial
E Practical
E Seminar

Module Code CYBS111

ECTS Credits

SWL (hr/sem) 150

Module Level I Semester of Delivery 2

Administering Department Cyber Security College CSIT

Module Leader Rivadh Rahef Nuiaa e-mail ri),adli(@uowasit.edu.iq

Module Leader's Acad. Title Assistant Professor Module Leader's Qualilication Ph.D.

Module Tutor Muntadher Basim Ali e-mail

Peer Reviewer Name e-mail

Version Number 1.0

Relation with other Modules

U'F!l q-lrJr .)lJIl e. ij)Jl

Prerequisite module Algorithms and structure programing with python

Co-requisites module None

Module Aims, Learning Outcomes and Indicative Contents
azJrirYl .)u+b dJ, eJ'r_l \-rrJr ;)U.r rlJ.oi

Module Objectives

i-t)Jl irilt qjutl

The main objectives of this course are to:

I . Develop advanced programming skills using Python.

2. Teach modular program design using functions and recursion.

3. lntroduce data structures such as lists, nested lists, and dictionaries.
4. Enable students to manipulate strings and structured data e{Iiciently.

munali@uqryasircduiq

6

I

I

I

I

I

I

Scie"ntific Committee Approval 
I

0t t03/2026

iSemester I

I I 
Semester 

I
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5. Teach file handling techniques including text and binary files. i - 
--

6. Introduce Python libraries used in data analysis and cybersecuijny.'.

7. Apply programming lechniques to cybersecurity-related problenis.,' .

l.*J, J;trE;

**4;r

Module Learning
Outcomes

:.-tJl .rt .! d.:Jr .rr-.1

Upon successful completion of this course, students will be able to:':\i:;:.'r"

l. Design modular Python programs using functions and recursion.
2. Apply parameter passing concepts and understand object references.
3. Use lists and nested lists to manage structued data.
4. Manipulate and process strings for data analysis.
5. Implement dictionaries and nested structures for structured records.
6. Perform file operations including reading, writing, and binary

processing.
7. Use Python libraries such as NumPy and Pandas for basic data analysis.
8. Develop small cybersecurity toois such as log analyzers and input

validation utilities.

Indicative Contents

itrur)l lrlrPl

Indicative content includes the following.
Part A - Advanced Functions: Definition of functions, function syntax in Plthon,
parameters and retum values, reusable functions, default arguments, keyword arguments,
variable-length arguments (+args, **kwargs), lambda functions, definition of recursive
functions and examples. [20 hrsl
Part B - Data Structures (Lists and Nested Lists): Definition oflists in Plthon, list operations,
accessing and updating list elements, list methods, list comprehension, definition ofnested lists
(2D lists), iteration over nested lists, examples and applications. 120 hrsl
Part C - Dictionaries and String Processing: Definition ofdictionaries, key-value pairs,

dictionary operations, accessing and updating dictionary elements, definition of strings,
string operations, string methods, searching and manipulating text data, examples. [15 hrsl
Part D - Object-Oriented Programming: Definition of classes and objects, creating
classes in Python, object instantiation, definition ofthe selfkeyword, instance variables and

methods, constructor _init , basic OOP concepts such as encapsulation and class

organization, examples. [20 hrsl
Part E - Sdhon Modules, Libraries, and File Handling: Definition of modules and

libraries, importing modules, creating cuslom modules, use of built-in Python libraries,
installing extemal libraries using pip, examples of common libraries (math, random,

datetime, hashlib, re), definition of files, opening files, reading and wriring text files, file
processing and examples. [20 hrsl

Learning and Teaching Strategies

t"IrJl., d,tJl .rL.=ii!i-I

Strategies

The main strategy that will be adopted in delivering this module is to encourage students'
active participation in programming exercises while refining and expanding their logical and
compulational thinking skills. This will be achieved through structured lectures, interactive
discussions, and guided programming demonstrations that explain the core concepts of
advanced programming using Python.

Students will also be encouraged to practice problem-solving through hands-on coding
activities and short programming task du ng the class. In addition, simple practical
exercises will be used to help students understand how programming concepts such as

I

I
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functions, data structures, object-oriented programming, and Python libraieg trinlE;piite,

The leaming process will further be supported tkough small program

cybersecurity scenarios. These activities aim to strengthen students'analy
improve their programming skills, and develop their ability to design simple software

solutions independently

to solve real-world problems.

aSslgnm ents, -

and basic

?

Student Workload (SWL)

Lr_;a-l \ o J .-.,. ;= , , ll-lalJ 
\,:f l.rJt ,l-Jt

Structured SWL (h/sem)

J.4iJl J), !r r$X 
rECi \r-!JI ui.}l

63
Structured SWL (h/w)

L,- ,*l frl,iJ +"! \r-!!rJJl
4.2

Unstructured SWL (h/sem)

,l-iJl Jr, .-JU"! C.Il r, silJ]t JJt
87

Unstructured SWL (h/w)

q,rl JU.! di,!r ,r s-tJr ,Pr
5.8

Total SWL (h/sem)

"L.ilr 
Jrj; -J'Lx('rl<Jl g,-,t}rJl ,pt

r50

Module Evaluation

{.-r-ur oiur p.-4,

Time/Number Weight (Marks) Week Due
Relevant Learning

Outcome

Formative

assessment

Quizzes I r 0% (10) 5 and l0 LO # l, #2 and #10, #l I

Assignments 9 10% (10) 2 and 12 LO #3, #4 and #6, #7

Projects / Lab. 15 l5o/o (15) Continuous Ail
0 0% (0) l3 LO #5, #8 and #10

Summative

assessment

Midterm Exam 2hr l5% ( l5) '7 LO#t -#7

Final Exam 3hr 50% (50) t6 All
Total assessment 100% (100 Marks)

Delivery Plan (Weekly Syllabus)

*rlaJt ,re;-!t 6ta^It

Material Covered

Week I Advanced Functions: Function design principles, Multiple parameters, Retum values,
Writing reusable functions

Week 2 Advanced Function Techniques: Default parameters, Keyword arguments, VariableJength
arguments ( * args, * *kwargs), Lambda functions

I
collaborative exercises, and practical examples related to data processir\R

Report

I

I

I



Week 3

\ eek 4 Lists (Advanced Operations): List manipulation techniques, Sorting and searching.opera
List comprehension

Week 5 Nested Lists and Data Organization: Two-dimensional lists, Multi-dimensional data
representation, Iteration through nested structures

Week 6 Dictionaries and Structured Data: Dictionary structure and key-value storage, Dictionary
operations and methods, Managing structured information

Week 7 String Processing: Advanced string manipulation, Pattern searching,
Splitting and formatting text

Week 8 Introduction to Object-Oriented Programming: Classes and objects, Creating classes, Object
instantiation

Week 9 Midterm Exam

Week 10 The self Keyword and Class Methods: Meaning and role of self, Instance variables, Instance
methods, Constructor method init 0

Week ll OOP Concepts: Encapsulation, Class attributes vs instance attributes, Interaction between
methods

Week 12 Python Modules and Libraries: Importing modules, Creating custom modules, Using built-rn
libraries

Week 13 Working with Extemal Libraries: Installing libraries using pip, Using extemal libraries in
Python programs

Week 14 File Handling: Reading and writing text files, Processing log files, File operations and
management

Week 15 Final Mini Project: Students develop a small Python project that combines the concepts
leamed in the course.

Delivery PIan (Weekly Lab. Syllabus)

_rr--X ,Ja,.-!t 6kJt

Lab 1: Functions Practice :Write functions with parameters and return values., Create a function to validate

Lab 2: Advanced Functions: Implement functions with default arguments., Use keyword arguments., Write
a function usi *ar

Lab 3: Recursion: Write a recursive function to calculate factorial., Recurcive password attempt
.counter., Compare recursion with loops

Week 4 sts (Advanced Operations): Create and manipulate lisS., Sorting and searching elements., Using
rehension

Lab 4: l.i
list com
Lab 5: Nested Lists: Create 2D lists., lterate using nested loops.. Represent tabular data.

ictionaries: Create dictionaries., Access and modif dictionary values., Iterate through key-value
arrs.

Lab 6: D

7: String Processing: String manipulation functions., Splitting and joining text., Searching within
stn
Lab

Week 8 Lab 8: lntroduction to OOP: Create a simple class., lnstantiate objects., Access attributes
Week 9 Lab 9: Midterm Exam
Week 10 Lab l0: Class Methods and selfi Define instance vaxiables., Implement class methods., Use constructors
Week 11 Lab I l: ooP Applications: Implement encapsulation concepts., Design a small security system class

ffi
il
14

I

I

l

I

I

Recursion: Recursive algorithms, Base case and recursive case,

recursive and iterative solutions

I

I

Material Covered

Week I
a usemame and password., Write a function to check password strength.

Week 2

Week 3

Week 5

Week 6

Week 7
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Week 12 Lab 12: Python Modules: Import and use P)'thon modules., Write a cutom module. .3,1
Lab 13: Extemal Libraries: Install libraries using pip., Use extemal libraries. :i/i

Week l4 Lab 14: File Handling: Read and wdte text files., Process log files., Count login attempts. ... ,

Week 15 Lab 15: Final Mini Lab Project: Students implement a small cybersecurity-related program 'ibrntifiiiig

concepts leamed during the semester.

Learning and Teaching Resources

,-r.ullj at 
Jl ,rLa,

Text Available in the Library?

Required Texts
P)thon Crash Course, 3rd Edition: A Hands-On, Project-Based

Introduction to Programming. Matthes, E. (2023)
No

Recommended

Texts

Sweigart, A. (2019). Automate the Boring Stuffwith Python

(2nd ed.). No Starch Press.

Seitz, J. (2021). Black Hat \thon: Python Programming for

Hackers and Pentesters (2nd ed.). No Starch Press.

Ramalho, L. (2022). Fluent Python (2nd ed.). O'Reilly Media.

Websites
h //docs. on,

https :/lwww.geeksforgeeks.ors./ Dvlhon-Dro grammins-lan guage

Grading Scheme
c.,l.a-.r.r.Jl Jalar

Grade Marks 7o Definition

Success Group
(s0 - 100)

A - Excellent 90 - 100 Outstanding Performance

B - Verv Good 80-89 Above average with some enors

C - Good 70 -79 Sound work with notable errors

D - Satisfactory 60-69 Fair but with major shortcomings

E - Sufficient 50-59 Work meets minimum criteria

Fail Group
(0 - 4e)

FX - I'-ail (..lt It .r+) .-.lr (45-49) More work required but credit awarded

F - Fail (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark of
54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to condone

"near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic rounding outlined
above.

I No

Week 13

I

I

Group

'=-\
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Module Information
q-!Jl ;)Ul .)UJt-

Module Title ,,.r! l"r-Jl ;rYl ;9:1e

Cyber security principles
Module Delivery

Module Type Core [earning activity (C) E Theory
E Lecture

E Lab
E Tutorial
E Practical
E Seminar

Module Code CYBSIl2

ECTS Credits o

SWL (hr/sem) 150

Module Level I Semester of Deliyery 2

Administering Department Cyber security CSIT

Module Leader Osamah Adil Raheem

Module Leader's Acad. Title Assistant Professor Module Leader's Qualilication Ph.D.

Module Tutor Muntadher Basim Ali e-mail

Peer Reviewer Name e-mail

Scientilic Committee Approval
Date 0t 103/2026 Version Number 1.0

Relation with other Modules

6i!r i-!Jr rl.,J,l 3 rilJl

None

None Semester

Module Aims, Learning Outcomes and Indicative Contents

t
I

I

oalmusawi@uowasit.edu.iq

College

e-mail

munali@uowasit.edu.iq

Prerequisite module I Semester
I

Co-requisites module
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Module Objectives

+-lrJr ;r[l ilJrl

The roles ad influences ofgovemments, commercial and other
and criminals in cyber security affairs.

Tssues surrounding privacy and anonymity
he importance oftaking a multi-disciplinary approach to cyber security

he potentialities and challenges ofemerging block chain technology to eniance inter-
organization trust and data/processing integrity This is the basic subject for all
programs.

The cyber threat landscape, both in terms ofrecent emergent issues and those issues
which recur over time

6. General principles and strategies that can be applied to systems to make them more
robust to attack

T.Important: Write at least 6 Learning Outcomes, better to be equal to the number of study
weeks. General principles and strategies that can be applied to systems to make them more
robust to attack

2

3

4

5

,c

Module Learning
Outcomes

i:-!rJl aru! J.:lt c,\>r'3

1- Protect and defend computer systems and networks from cybersecuriry attacks. ...

2- Diagnose and investigate cybersecurity events or crimes related to computer systems and
digital evidence. ..,

3- Eflectively communicate in a professional setting to address information security issues.

Indicative Contents

:urL))l .rt{}l

Indicative content includes the following.
Part A -: lntroduction to Cyber security and Security Fundamentals Overview of cybersecurity

and its importance Basic security concepts and principles Threat modeling, [20 hrs]

Part B - Network Security
Network security fundamentals, including firewalls, intrusion detection, andpreventiosystems
Encryption and decryption techniques Virtuat Private Networks (r'pNs) [20 hrs]

Part C - Cryptography Access Control and Authentication Security Management and Risk
Assessment [15 hrs]

Definition of structues , read structurer , wdte structures, examples,
Deflnition of nested structue , examples [20 hrs]

Part E - Web Securiw and Aoolications
Mobile Security, Cloud Security

Part F-ncident Response and Recovery
ncident response planning and management, Disaster recovery and business continuity planning,
Cyber security incident investigations

tures:Part D-

-.42_=-.^.\--=s
, 
*e\



Learning and Teaching Strategies

d-jlJ d..Jl .)t:.Jlj-I
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Strategies

- . -t-,)
Type something like: The main strategy that will be adopted in delivering thE modirle'[s to
encourage students' participation in the exercises, while at the same time refining and

expanding their oitical thinking skills. This will be achieved through classes, interactive
tutorials ard by considering types of simple experiments involving some sampling activities
that are interesting to the students.

Student Workload (SWL)

!e;-l \ o J .-,r,-e JtlaIJ €"!rJt "l-}t
Structured SWL (h/sem)

.t.ijr J)r J'lar.J dii$ s-!JlJJl
63

Structured SWL @/w)

!a.-l J$x p"Ir ,r-!rJr JJr
4.2

Unstructured SWL (h/sem)

,-i"e;J! J)t ,: rl.L! 
rE::rr r, \r-tril .Pl

87 8.5

150

Module Evaluation

;" lr"tJl ;r[l ,'J;

TimeAlumber Weight (Marks) Week Due
Relevant Learning

Outcome

Formative

assessment

Quizzes I r0% (10) 5 and l0 LO #1, #2 and #10, #1 I
Assignments 9 10% (10) 2 and 12 LO #3, #4 and #6, #7

Projects / Lab. t5 r0% (10) Continuous AII
Report l5 l0% (10) l3

Summatiye

assessment

Midterm Exam l0% (10) 7 LO #1 -#7

Final Exam 3hr 50% (s0) t6 All
Total assessment 100% (100 Marks)

Delivery Plan (Weekly Syllabus)

\\
t\

I

I 
Unstructured SWL (h/w)

i 
u,rl ;ur +.rr ; o1.tr';,rr

Total SWL (h,/sem)

J".Jr J>r *.JU..IJ J$ q."!Jr LFJ.r

I

I

I Lo #s, #8 and #10

2hr
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Material Covered

Week I lntroduction to Cyber Security (Overview, Definitions, and Terminology)
-\-><_i:rr'

Week 2 Cyber Threats, Attacks, and Actors (Types and Examples)

Week 3 Cyber security Risk Management (ldentification, Assessment, and Control)

Week 4 Cyber Defense Strategies (Prevention, Detection, and Response)

Week 5 Cryptography (Principles, Techniques, and Applications)

Week 6 Cybercrime lnvestigations and Forensics (Tools, Procedures, and Techniques)

Week 7 Network Security (Protocols, Devices, and Services)

Week 8 Midterm Exam

Week 9 Operating System Security (Threats, Vulnerabilities, and Patches)

Week l0 Web Security (Threats, Configurations, and Best Practices)

Week 11 Cloud Security (Deployment lVlodels, Risks, and Controls)

Week 12 Mobile Security (Threats, Platform, and App Security)

Week 13

Week 14 Ethics and Legal lssues in Cybersecurity (Privacy, lntellectual Property, and Liability)

Week 15 Emerging Trends in Cybersecurity (Artificial lntelligence, lnternet of Things, and Blockchain)

Delivery Plan (Weekly Lab. Syllabus)

,ir."J $rr.-!l Cl-{jl

Material Covered

Week 1
Introduction to Cybersecurity Lab Environment: Introduction to lab rules and environment, Overview of

cybersecurity laboratory tools, Introduction to virtualization concepts

Week 2
lnstalling Virtualiation Software: Installing VMware Workstation or VirtualBox, Creating a virtual

machine

Week 3 Installing Ubuntu Linux: Linux operating systems overview, Ubuntu installation

Week 4 Linux Interface and Basic Navigation: Desktop environment, Terminal basics

Week 5 Linux File Management: File and directory operations

Week 6 Viewing and Editing Files: Text file manipulation

Week 7 Midterm Exam

Week 8

Week 9 Linux Permissions and Security: File permissions, Ownership

Week 10 Installing Kali Linux: Introduction 10 Kali Linux, lnstallation on virtual machine

Week 1l Kali Linux Interface and Tools: Kali environment, Security tool categories

Week 12 Network Information Tools: Basic networking commands

Week 13 Basic Network Scanning: Inhoduction to network scanning

\4

Social Engineenng (Phishing, Scams, and Deception)

Linux User Management: Users and groups



LJ.

, rl €-"]
Week 14 Password and Hash Tools: Introduction to hashing and password security f,r

Learning and Teaching Resources

,-r*Jl1 -lsjl .pt a..

Text Available in the Librarv?

Required Texts

LGraham, J., Howard, R. and Olson, R. (201l). Cyber Security

Essentials. CRC Press

2.Andress, J. (2013). Cyber ltarfare: Techniques, Tactics
and Tools for Security Practitioners. Syngress.
3. Clarke, R.A. (2012). Cyber llar: The Next Threat to
National Security qnd What to Do about il. ECCO Press.

No

Recommetrded

Texts

Websites

Grading Scheme
.:,1-.2.tJl -Ll=

Group Grade Marks 70 Definition

A - Excellent 90 - 100 Outstanding Performance

B - Verv Good 80-89 Above average with some errors

C - Good 70 -79 Sound work with notable errors

D - Satisfactorv 60-69 Fair but with major shortcomings

E - Sufficient Jr.- 50-59 Work meets minimum criteria

Fail Group
(0 - 4e)

FX - Fail (rlt-It .rj) ..-lr (4s-49) More work required but credit awarded

F - Fail '.-\ (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark of
54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to condone
"near-pass fails" so the only adjustment to marks awarded by the original marke(s) will be the automatic rounding outlined
above.

No

Week 15 Final Practical Exercise: Students perform a small lab task combining topics

Success Group
(s0 - 100)



Module Information
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Module Title
dtl^ll fi-..-lll di+-1.',,1

Logic Design Fundamentats
Nlodule Deliven'

Module Type Core learning activity (C) E Theory
E Lecture
E Lab
I Tutorial
E Practical
El Seminar

Module Code CYBS113

ECTS Credits 6

SWL (hr/sem) 150

Module Level I Semester of Delivery

College CSIT

Module Leader Saif Hameed Abbood e-mail saif.ha@uowasit.edu.iq

Module Leader's Acad. Title Lecturer Module Leader's Qualilication

Module Tutor e-mail

Peer Reviewer Name e-mail

Scientifi c Committee Approval
Date

0t t03 t2026 Version Number 1.0

Relation with other Modules

d;Jill I'J-,lJJl :l3Jl g. i3L11

Prerequisite module None

Co-requisites module None Semester

Module Aims, Learning Outcomes and Indicative Contents

,'f;ftx
MODULE DESC Rr PrroN FoRMf il;; :; *$tl

iJ*,,lJJl 6.:tJl . L' J el:.i t,,"*,*:Z'
\i:.i:z

Ph.D.

aal_kinan),@uowasit.edu. iq
I

2

I administering Department I Cyb., ,".urity

Ali Kareem Jabbar

I

Semester
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Module Objectives

+-rJJr 6J.]r dl$i

1. Understanding Digital Systems: Learn and understand
digital systems and how they function.

2. Binary Logic Mastery: Gain a clear understanding of b
forms the basis for digital computing and design.

3. Comprehension ofLogic Gates: Understand the functioning ofbasic logic gates
(AND, OR, NOT) and more complex gates (NAND, NOR, XOR, XNOR), as well
as how to combine these gates to create digital circuits.

4. Boolean Algebra hoficiency: Develop a stong understanding of Boolean algebra,
including how to simplifo Boolean expressions and how these expressions are

used in logic design.
5. Sequential and Combinational Logic: Leam the difference between sequential

and combinational logic, and how to design circuits using each type of logic.
6. Logic Minimization Techniques: Understand and apply logic minimization

techniques, such as Kamaugh maps and Quine-McCluskey method, to simpli$
logic designs.

7. Design and Analysis: Gain the ability Io design and analyze various types of
digital circuits, including adders, multiplexers, decoders, memory units, and more.

8. Understanding of Flip Flops and Memory Elements: Develop a comprehension of
various types offlip-flops and memory elements, and understand their use in
creating larger systems such as registers and counters.

9. Problem-Solving Skills: Enhance problem-solving skills, critical thinking, and
creativity in the context of digital logic desim.

the co fo

inary I

nclples

..i-lrrll 6rt il rlll 6l+ ;-

l. Understanding Fundamental Concepts: The students will have a firm grasp of
binary systems, digital signals, logic gates, and Boolean algebra.

2. Proficiency in Logic Minimization Techniques: Students will know how to use
Kamaugh maps and Quine-McCluskey method to simplifu logic circuits.

3. Hands-On Experience: Students will gain practical experience in implementing
logic circuits, either physically with electronic components or virtually using
design and simulation software.

4. Knowledge ofDifferent Logic Families: Students will leam about different logic
families (like TTL, CMOS), their characteristics, and the advantages and

disadvantages ofeach.
5. Design and Analysis ofLogic Circuits: Students will be able to design and

analyze combinalional and sequential circuits. This includes basic gates, adders,
multiplexers, decoders, and other digital circuits.

6. Problem-Solving Skills: Students will develop strong problem-solving skills,
allowing them to tackle complex logic design problems effectively.

7. Understanding of Memory Elements: Students will undentand the operation of
diflerent types of flip-flops, latches, and other memory elements. They will also
know how these elements are used to design registers, counterc, and more
complex memory structures.

8. Ability to Work in Teams: If collaborative projects are included in the course,
students will gain experience in working as part ofa team to design and
implement complex logic circuits.

9. Relating Theory to Practice: Students will be able to relate theoretical concepts to
practical real-world applications, recognizing the significance and utility oflogic
design in various technological applications.

10. Understanding ofTiming Issues: Students will understand timing issues in digital
circuits, including setup and hold times for flip-flops, and how to design circuits
that meet requirements.

Indicative Contents

i$Lill clt1jis,Jl

1. Introduction to Digital Systems: Discussion ofwhat digital systems are and how
they function, including basics ofanalog vs digital signals.

2. Binary Systems and Codes: Understanding of binary numbers, binary arithmetic,
like Gray Code, BCD, etc.binary codes

Module Learning
Outcomes

'///

I



r9 4

3. Logic Gates and Circuits: Introduction to basic logic ga/q r aNqO4yNOO; :
universal gates (NAND, NOR). and more complex gateb (XOR. XNOR). . , 'il

4. Boolean Algebra and Logic Simplification: An in-depth tqdtr at Boolean alge.bra*i

its laws and rules, and its application to logic design. Tech iqugs for logb "' 
- 

,/
simplification, such as De Morgan's laws and Kamaugl mapS;tiilld*lop
included. -,,:_.:l*..J:r-. ,.

5. Combinational Logic Circuits: Study ofcombinational logic design, including
adders, subtractors, multiplexers, decoders, and encoders.

6. Sequential Logic Circuits: Discussion of sequential logic, flip-flops, latches,
counters, and registers.

7. Memory and Programmable Logic Devices: Examination of memory units,
memory organization, and devices like Read-Only Memory (ROM),
Programmable Read-Only Memory (PROM), and Programmable Logic Arrays
(PLA).

8. Logic Families: lntroduction to different logic families like TTL, ECL, and
CMOS, and comparison oftheir characteristics and applications.

9. Finite State Machines: Explanation ofthe concept ofstate, state diagrams, state
tables, and how to design finite state machines.

10. Introduction to VHDL/Verilog: Basics ofhardware description languages, their
syntax, and semantics, and how they are used to design and test digital circuits.

Learning and Teaching Strategies

filrillJ C^ill crt++=n! Ji-,1

Strategies

l. Leaming ard teaching logic design, particularly digital logic design, requires a deep

undentanding ofbinary systems, gates, Boolean algebra, and much more. Here are

some effective strategies to facilitate leaming and teaching ofthis subject.

2. Using Visual Tools: Visual representations can greatly enhance understanding in
this field. Using diagrams to explain concepts such as truth tables, Kamaugh maps,

and logic gates. Software like Circuit maker can be used to virtually design and test

digital circuits.

3. Starting with basic binary arithmetic, explaining the importance of 0s and ls in
digital logic design. Moving to basic logic gates (AND, OR, NOT), and gradually
introduce more complex ones (NAND, NOR, XOR, Xl.lOR).

4. Utilizing Hands-On Leaming: Incorporating practical exercises whenever possible.

This could involve using breadboards and basic electronic components or using

software to design and simulate circuits.
5. Leaming and teaching logic design, pafticularly digital logic design, requires a deep

understanding ofbinary systems, gates, Boolean algebra, and much more. Here are

some effective strategies to facilitale leaming and teaching ofthis subject.

6. Using Visual Tools: Visual representations can greatly enhance understanding in
this field. Using diagrams to explain concepts such as truth tables, Kamaugh maps,

and logic gates. Software like Circuit maker can be used to virtually design and test

digital circuits.
7. Starting with basic binary arithmetic, explaining the importance of 0s and ls in

digital logic design. Moving to basic logic gates (AND, OR, NOT), and gradually
introduce more complex ones (NAND, NOR, XOR, X\OR).

8. Utilizing Hands-On Leaming: Incorporating practical exercises whenever possible.

This could involve using breadboards and basic electronic components or using
software to design and simulate circuits.

,(\
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Student Workload (SWL)
Lc.+l ) o I +-r,.-,,'llJo!,Jr"lJpJl d..ll .,4

I i-*
E!

Structured SWL (h/sem)

dill Di,_iu! lnill ir-tJJl diJr
63

Structured SWL (h/w)

!.'r+*l d!]*iill qr-lJrll d-ll

8'7
Unstructured SWL (h/w)

+ r.,*l sl'!l d.rJr ja {*-rJJr dJl 5.8
Unstructured SWL (h/sem)

d-ill CDi el1!11 dxrll Jli s-lJJl diJl
Total SWL (h/sem)

&xt d)i,_JlJ"llJilt ,.r..JJJl dJt 150

Module Evaluation
e-bl ,Jl 6rl-ll ^uiitP

Time/Number Weight (Marks) Week Due
Relevant Learning

0utcome

Formative

assqssment

Quizzes 2 10% (r 0) 5 and l0 LO #1, #2 and #10, #11

Assignments 2 and 12 LO #3,#4 ar;d #6, #7

Projects / Lab. l 10o/o (10) Continuous All
Report I r0% (l o) t3 LO #5, #8 and #10

Summative

assessment

Midterm Exam l0% (10) 7 LO#l -#7

Final Exam 50% (s0) 16 All
Total sssessment 100% (100 Marks)

Delivery Plan (Weekly Syllabus)

grLill oc;r+-)l 6gJt
Material Covered

Week 1 Numbering systems_l (Decimal, Binary, Octal and Hexadecimal)

Week 2 Base conversion (Decimal, Binary, Octal and Hexadecimal, Gray, BCD, EX-3,2421))

Week 3 Arithmetic Operation (Addition, Subtraction: Normal, I's complement, 2's complement)

Week 4

Week 5

Week 6 Logic circuit simplification using Boolean algebra

Week 7 Logic circuit simplification using Kamaugh map

Week 8 Digital logic design circuits

Week 9 Midterm exam

Week l0 Arithmetic circuits (Adders, Subtractors, Comparator)

Week 11 Decoders, Encoders, Multiplexers, De-Multiplexers

tt

I

2 | r0%(r0)

2hr

3hr

Arithmetic Operation (Multiplication, Division)

Basic logic gates (AND, OR, NOT, NAND, NOR, EXOR, XI.IOR)



,1..
F/ {r

_:-+\

Week 12 Latches and Flip Flops

Week 13 Asynchronous counters, synchronous counters \ ,,
Week 14 ;,v
Week 15 Memory (RAM and ROM) rr- -.=-, Z,z

Delivery Plan (Weekly Lab. Syllabus)
,,AiJl oc3-Yl 6g.ll

Material Covered

Week I Application of Basic logic gates (AND, OR, NOT) and their Truth Table, Boolean Expression, Function

Week 2 Application of Boolean Algebra

Week 3 Application of De-Morgan theorem

Week 4

Week 5 Application of Combinational Circuits simplification using Boolean Algebra

Week 6 Application of Combinational Circuits simplification using Kamaugh map

Week 7 Application of Digital logic design circuits

Week 8 Application of Binary adders (Half-Full adders, Half-Full Subtractor)

Week 9 Application of Decoder, Encoder, Multiplexer, De-Multiplexer

Week 10 Application of Sequential circuits (SR_latch and D_latch)

Week 1l

Week 12

Week 13 Application of Memory (Static RAM)

Week 14 Application of Memory (ROM)

Week 15 Exam

Learning and Teaching Resources

cr+-r$ll_r Crill -,,1":l 
.

Text Available in the Library?
Required Texts M. M. Mano,20l6, "Digital Design", Prentice Hall

Recommended

Texts
Thomas 1. Floyd, 2006, "Digital Fundamentals", Prentice Hall

Websites

Shift registers (PIPO,SIPO,PISO and SISO)

Application of Counters and Registers

Application of Combinational Circuits

Application of Master-slave flip-flop(SR , JK, D and T)
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Grading Scheme
gt-r. 

-,1.lll 
LLr 

"
Group Grade Marks 7n Definition

A - Excellent iU'r Outstanding Performance

B - Verv Good 80-89 Above average with some errors

70 -'79 Sound work with notable enorsC - Good

D - Satisfactory 60-69 Fair but with major shortcomings

&& 50-59 Work meets minimum crileria

Success Group
(s0 - 100)

E - Sufficient

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark of
54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to condone

"near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic rounding outlined
above.

FX - Fail

F - Fail

(iJJl +3) (+,1-) (4s-49)

(0-44)

More work required but credit awarded

Considerable amount of work required

Fail Group
(0 - 49)

90 - 100
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Module Information

+"!Jl ;)tll ol,JL,

Module Title
4.,J- f-.,.lrY I 1+J"Lnll

Computationat Theory
Module Deliverv

Module Type Basic [earning activities (B)
E Theorv

EL Lecture
Lab
!l Tutorial
Practical
Seminar

Module Code CYBS114

ECTS Credits 4

SWL (hr/sem) 100

Module Level I Semester of Deliverv 2

Administering Department Cyber Security College CSIT

Module Leader Marvam Jawad Kadhim e-mail mjawad@uowasit.edu.iq

Module Leader's Acad. Title Module Leader's Qualification

Module Tutor e-mail

Peer Reviewer Name e-mail

Scientilic Committee Approval
Date

Version Number

Relation with other Modules

dill i!-!Jr .,tlt e iirJl

Prerequisite module None Semester

Co-requisites module None Semester

i

/
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Module Aims, Learning Outcomes and Indicative Co
l,.)Lrrlr .,u+b dJ, eur i.-lrJ.Jl ;)ur .JlJ-Ai -7,

nts

Module Objectives

i-!Jl bUl ..lu^l

The theory of computability aims to teach the student to use a

Laws of algebra ofpropositions
ln addition to the study ofquantifiers

Study different groups, theories and schemes, in addition to studying the type of
grammar.

the study of DFA and NDFA
State deletion algorithms and many topics so that the student can solve issues

related to computational theory with ease and clarity.

1

2

3

4

5

6

Module Learning
Outcomes

r.-!rJl lrLI d..:Jr .rr-.y'

l. In theoretical computer science and mathematics, computational theory is the

branch that deals with the effectiveness ofsolving problems through a
computational model using an algorithm.

2. We divide this field into three main sections: autonomy theory and languages,

computational theory, and computational complexity theory.

3. Because it is easy to form, it can be analyzed and used to prove results,

4. Because it represents what many consider to be the most powerful 'logical'
compulational model possible.

5. The possibility ofan infinite amount of memory seems to be an unattainable

advantage, but any problem decided to be solved by means ofa Turing machine

will always require only a finite amount of memory. So in principle,

6. Any problem that can (decided) be solved by a Turing machine can therefore be

solved by a computer with a limited amount of memory.

7. Computational theory can be considered the creation of models of all kinds in the

field ofcomputer science. Therefore, mathematics and logic are used.

Indicative Contents

:rrur)l ct+l

The aim ofTheory ofComputability is to teach the student to use algebraic laws in solving

problems, in addition to studying quantifiers, studying groups, theories, and different

schemes, in addition to studying the type of grammer, studying DFA and NDFA, state

deletion algorithms, and many other topics so that the student can solve problems related

to theory. Calculation with ease and clarity.

Learning and Teaching Strategies

rLjJlJ .LjJl i,q"--ir.,i'l

Strategies

Computability theory deals primarily with the question ofthe extent to which a problem is
solvable on a computer. Computational theory relies mostly on the results ofthe stopping
problem.

Computational theory in computer science studies the possibility of efficiently solving
problems by means of a computer and studies what a computer can calculate at present and

the possibility of its development in the future.

\\

v



Student Workload (SWL)

Le;-l \ o J .J. J"-..a tJl-u ,*-!Jl "l..lt

+r lrq:
.t)

Structured SWL (h/sem)

,-l"rl J)t Jtl4! rra:Il s-lrJr J.Jr
63

Structured SWL @iw)
f,r-l Ju.! rE Ir !r-!Jl JJr

2

Unstructured SWL (h/sem)

,J*iJr Jr' r I'Jeu *cl rP !i-!Jl JJl
37

Unstructured SWL (h/w)

!,r.-l Ji-L.! +"rr,G litJr JJl
5.2

Total SWL (h/sem)

Jl.eJr Jrr Jtla! dnl s-lrJlJl.}l
100

Module Evaluation

r-l,Jl ;r[t -;if-

Time/l{umber Weight (Marks) Week Due
Relevant Learning

Outcome

Formative

assessment

Quizzes 2 l0% (10) 5 and l0
Assignments 2 r0% (r0) 2 and 12

Projects I l0% (r0) Continuous

Report I l0% (10)

Summative

assessmenl

Midterm Exam 2hr l0% (r0) 7

Final Exam 3hr s0% (50) t6

Total assessment 100% (100 Marks)

Delivery Plan (Weekly Syllabus)

+Ja:Jt *rce.,-'Jt 6t dt

Material Covered

Week 1 Theory of computability

Week 2 grammar

Week 3 Type of grammar

Quiz

Week 5 Derivation trees for contexl free grammar

Week 6 Simplifi cation of context free grammar

Week 7 Finite automata and their language

Week 8 Type of finite automata

Week 9 Midterm exam

Week 10 Context free grammer

I
l3

Week 4
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Week 11 The equivalence ofDFA and NDFA ,l$-J /j* i
Week 12 Regular expression (RE)

Week 13 Equivalence ofFA and (RE)

Week 14 Context sensitive grammar 'V
Week 15 How to solve Iaws ofrelations

Week 16 Other approaches to computability

Delivery Plan (Weekly Lab. Syllabus) N/A
jr-J srJ*ll Cl-€rfl

Material Covered

Week 1

Learning and Teaching Resources

,-r.ull; -I.:Jl ,:La,.

Text Available in the Library?

Required Texts

a Discrete Mathematics and lts

Applications_7th_Edition

lntroduction to Languages and the Theory of

Computation.

a
Yes

Recommended

Texts

Theory and Applications of Computability,

ln cooperation with the association Computability in

Europe.

No

Websites hdps://bookauthority.org/books/best.computability-books

Grading Scheme
c,la.,"tJl J"-Le

Group Grade Definition

A - Excellent 90 - 100 Outstanding Pedormance

B - Verv Good 80-89 Above average with some errors

C - Good 70-79 Sound work with notable enors

D - Satisfactory 60-69 Fair but with major shortcomings

Success Group
(s0 - 100)

E - Sufficient Jrt' 50-59 Work meels minimum criteria

FX - Fail (.lr.l.r .4; 
=-u (4s-49) More work required bul credit awardedFail Group

(0 - 4e) F - Fail .,--!., (0-44) Considerable amount of work required

I

Marks 7o



Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark of
54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to condone

"near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic rounding outlined
above.
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MODULE DESCRIPTION FO
::.!rJt 6)Ut oc1 gtf

Module Information
{.-!rJl ;)UI .)l,F

Module Title
/?l a,l.ij.,lsLa\-,
Discrete structures (2)

Module Delivery

Module Type Basic [earning activities (B)
E Theorv
E Lecture

Lab

ELTutorial
Practical
Seminar

Module Code CYBS115

ECTS Credits 4

SWL (hr/sem) 100

Module Level 1 Semester of Delivery 2

Administering Department Cyber Security College CSIT

Module Leader lnas Satman Obaid e-mail inas@uowasit-.sdu&

Module Leader's Acad. Title Lecturcr Module Leader's Qualification M.Sc.

Module Tutor e-mail

Peer Reviewer Name e-mail E-mail

Scientific Committee Approval
Date 01t3/2026 Version Number l

Relation with other Modules

c,rill i.-!rJl rl;Il g ii)Jl

Prerequisite module None

Co-requisites module None Semester

\\*N
!-rJrjrl,r*

I

I

I

I
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s"-e.t"t
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Module Aims, Learning Outcomes and Indicative Contents

qrurlr .r!J;Ab dJ, eur i-!Jr ;)i!r il.rai
, .it.

.,Y.
,t,

Module Objectives

i-lrJl ;)Ul qiurl

. '.2.-:
7. The course aims to study discrete structures in terms of the uiibTa'S6-raic ta*s
8. Studying the Graphs and Trees

9. To reach an easy and clear way for students

10. To solve all material issues related to discontinuous structures.

I 1. In addition to studying quantifiers and predicates logic
12. Studying the different groups, theories and schemes so that the student can solve

the duties required ofhim and the exercises with simplicity, ease and clarity.

Module Learning
Outcomes

!-t.!1 bt lJ d,;ll c,l-.1

8. Leam how to solve algebraic laws, groups and Venn diagrams correctly,
efficiently and clearly

9. The subjects studied in discrete structures are either definite or indefinite. The

term finite structures is sometimes used to refer to fields ofdiscrete mathematics

that deal with finite groups,

10. especially in fields ofbusiness relevance.

I l. Discrete mathematical structures have gained wide importance over the recent

decades due to their wide applications in computer science.

12. Discrete mathematics terms and notations are useful for studying and expressing
problems of objects in computer programming and algorithms.

13. Some branches ofdiscrete mathematics are also useful in studying some

business and economic issues.

Indicative Contents

!:r^:r)l eljlr

The course aims to study discontinuous structures in terms ofthe use ofalgebraic laws,

diagrams and shapes to reach an easy and clear way for students to solve all issues related

to the subject ofdiscontinuous structures.

In addition to studying quantifiers and predicates logic and studying different groups,

theories and schemes so that the student can solve the duties required of him and the

exercises with simplicity, ease and clarity.

Learning and Teaching Strategies

,'i-JlJ d..Jl .:,,[o+-!i-l

Strategies

Discrete structures is the study of mathematical structures that are essentially discontinuous,
in the sense that lhey do not require the presence ofthe adjective of communication and do
not require it in order to study this subject.

Most ofthe topics studied in discrete mathematics are related to countable sets (a completely
different concept fiom finite sets), an example ofwhich is the set of integen.

Discrete mathematics has gained wide importance in recent decades due to its wide
applications in computer science. Discrete malhematics terms and notations are useful for
studying and expressing objects in computer programming and algorithms. Some branches

ofdiscrete mathematics are also useful in studying some business and economic issues.

I
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Student Workload (SWL)

lr_;-l \ o J .-.,. ,--r. '-lg1 ,Jr,!Jt ,_lJt
\:
v.4

Structured SWL (h/sem)

J.ai]l J)- JU.X *:ir $.!Jt .l."Lt
48

Structured SWL (h/w)

!,r*l Jux d.,.It rr-lrltJJr
3

Unstructured SWL (h/sem)

J*.iJl Jrt ', 
'ttelj di:Il ri u-lrJl ul^}I

52
Unstructured SWL (h/w)

!"_r-l !u"! di"! ),; ,r-rJrJJr
3

Total SWL (h/sem)

,dr J)r -Jrlx Jar ,i!Jr pr 100

Module Evaluation

l-!Jl 6rrLl f=;,

Weight (Marks) Week Due
Relevant Learning

Outcome

Formative

assessment

Quizzes 2 5 and l0 LO : 1,4

Assignments 2 l0% (r0) 2 and 12 LO : 1,2,5

Projects

) 20% (20) 6,12 1,2,3,4,5,6

Summative

assessment

Midterm Exam 2hr l0o/o (10) 7

Final Exam 3hr 50% (s0) l6
Total assessment 100% (100 Marks)

Delivery Plan (Weekly Syllabus)

4lalt orpll 6Q.lt

Material Covered

Week I Definition of proofs

Week 2 Relations

Week 3 Functions .Domain and codomain ofthe function,Range ofthe function

Week 4 Geometrical Characlerization of functions, Functions types, composition functions

Week 5 Classification of functions , Graph of function

Week 6 Sequences of sets

Week 7 Graph theory , The types ofgraphs

Week 8 Some Special Simple Graphs , Isomorphism and Isomorphic ofgraph

Week 9 Midterm exam

I

I

I

Time/1.{umber

\

tn

w-'.+<,.

I

l0% (10)

Report



"7
Week 10 Kinds of graphs, Representing Graphs

Week 11 iltE
I
I )Introduction to trees

Week 12 Minimum Spanning Trees, Labeled graphs , trees- rooted tree \tl ,:3,,//
Week 13 Tree traversal ,Traversal Algorithms , [nfix, Prefix, and Postfix Notation \w,ez
Week 14 review ofprevious subjects and Mid-semester exam

Week 15 Finite state machines (FSM)

Week 16

Delivery Plan (Weekly Lab. Syllabus) N/A

.r".J.l uel-lt 6t*-It

Material Covered

Week I N.A

Learning and Teaching Resources

,..r.tJl1 y',:ll 1:tar

Text Available in the Librarv?

Required Texts Discrete Mathematics and lts Applications_7th_Edition

Recommended

Texts

Foreman, M., Akihiro Kanamori, eds. Handbook of Set

Theory. 3 vols., 2010. Each chapter surveys some

aspect of contemporary research in set theory. Does

not cover established elementary set theory.

No

Websites

Grading Scheme
c,ter"tll -LJa:

Group Grade lrjjjl Marks 7o Definition

A - Excellent 90 - 100 Outstanding Performance

B - Verv Good 80-89 Above average with some enors

C - Good 70-79 Sound work with notable errors

D - Satisfactorv 60-69 Fair but with major shortcomings

Success Group
(s0 - 100)

E - Sufficient Jtt 50-59 Work meets minimum criteria

FX - Fail (.lufr J-r) ,. ! (4s-49) More work required but credit awardedFail Group
(0 - 4e) F - Fail \-! (0-44) Considerable amount of work required

Yes

Introduction to algebra structures , Semi group



Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark of
54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to condone
"near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic rounding outlined
above.
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MODULE DESCRIPTION FORM :... l,\\
qr!,,-rJf ;:[1 ,-i-e9 6:Y =' 'l' 
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.-a -r"iU\:;':-:*-a -t'1-:=-P'

Relation with other Modules

6J-!l {.-!Jl :l}.1 g ai)Jl

None Semester

Co-requisites module None Semester

Module Aims, Learning Outcomes and Indicative Contents
q:Ur)t et43! dJl e,lrt r..-lrJl ;)tlt ilr^i

Module Information
:.-!Jl ;)Ul sL.r.,,

0r!l .-,J*Jb;,'erl

Awareness and Training for Securi8
El Theory
E Lecture
trLab
ts Tutorial
D Practical
E Seminar

CYBS116

1 2

Administering Department Cyber security CSIT

Ilvas Khudhair Yalwi e-mail ilyas@uowasit.edu.i (l

M.S.c

E-mail

Name E-mail

11312026

Module Title Module Delivery

Modrtle Type Basic learning activities (B)

Module Code

ECTS Credits 2

SWL (hr/iem) 50

Module LeYel Semester of Delivery

College

Module Leader

Module Leader's Acad. Title Module Leader's Qualificetion

Module Tutor e-mail

Peer Review€r Name e-mail

Scientific Committee Approval
Date Version Number 1.0

Prerequisite module



Module Objectives

i-!Jl !ru.r -iurl

The primary objective ofan Awareness and Training for Security module is and
train employees on the importance of security best practices and howlo iden

to educate
tify and

respond to potential security threats. Other objectives ofthis module may include:
l. Understanding the organization's security policies and procedures.. . .

2. Understanding how to identify and report security incidents.
3. Understanding the risks associated with phishing, social engineering,
cyber atLacks.

4. Learning how to create strong passwords and manage them securely.
5. Understanding the importance of data privacy and how to handle sensitive information
securely.
6. Leaming how to securely comect to the organization's network from remote locations.
7. Understanding the importance ofregular software updates and patching.
8. Leaming how to use security tools such as firewalls, antivirus software, and intrusion
detection systems.
9. Understanding the basics ofcryptography and encryption.
10. Understanding the importance ofincident response and how to respond to a security
incident. Overall, the main objective ofan Awareness and Training for Security module is
to create a security-aware culture within the organization and empower employees to be an
active part ofthe organization's security strates/.

.t

r common

Module Learning
Outcomes

!-!Jl .,LJ d,jl o8.,3

The leaming outcomes ofan Awareness and Training for Security module will vary
depending on the specific goals and objectives ofthe module. However, here are some

common leaming outcomes that can be expected from such a module:
l. Employees will be able to identi! and report potential security incidents.
2. Employees will understand the risks associated with common cyber attacks and know
how to protect against them.
3. Employees will be able to create strong passwords and manage them securely.
4. Employees will understand the importance of data privacy and how to handle sensitive
information securely.
5. Employees will be able to securely connect to the organization's network from remote
locations.
6. Employees will understand the importance of regular software updates and patching.
7. Employees will be able to use security tools such as frrewalls, antivirus software, and
intrusion detection systems.

8. Employees will understand the basics ofcryptography and encryption.
9. Employees will understand the importance of incident response and know how to
respond to a security incident.
10. Employees will be aware ofthe organization's security policies and procedures and

understand their role in maintaining a secure environment. Overall, the leaming outcomes
ofan Awareness and Training for Security module should help to create a culture of

I security awareness within the organization and empower employees to take an active role
in protecting the organization's assets and sensitive information.

Indicative Contents

ri)Ij))l .)l{:Al

The contents ofan Awareness and Training for Security module will vary depending on
the specific needs ofthe organization. However, here are some common topics that may be

covered:
1. The importance of security awareness: This may include an introduction to the risks
associated with cyber attacks and the importance of maintaining a secure environment.
2. Security policies and procedures: Employees will leam aboul the organization's security
policies and procedures, including access controls, password policies, and incident
response procedures.
3. Phishing and social engineering: Employees will leam how to identifr and respond to
phishing emails, phone calls, and other social engineering attacks.
4. Password security: This may include information on creating strong passwords, using
password managers, and avoiding password reuse.
5. Data privacy: Employees will leam about the importarce of protecting sensitive
information, including personal data and confidential business information.
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6. Remote access security: Employees will leam how to securely conrtect to the
organization's network from remote locations, including the use of vinual private networ(s
(VPNs).
7. Security tools: This may include an introduction to firewalls, antivirus softrare, and
intrusion detection and prevention systems.
8. Cryptography and encryption: Employees will leam about the basics ofcryptography
and encryption and how they are used to protect sensitive information. 9. lncident
response: Employees will leam about the importance of incident response and how to
respond to a security incident.
10. Security best practices: This may include information on regular software updates and
patching, secure web browsing, safe email practices, and mobile device security. Overall,
the contents of an Awareness and Training for Security module should provide employees
with a comprehensive understanding ofsecurity risks and best practices and empower
them to take an active role in maintainin a secure environment.

Learning and Teaching Strategies

d-jl1 d.rjl .:,t++-lFl

Strategies

Effective strategies ofAwareness and Training for Security can help Io create a security-

aware culture within the organization and empower employees to take an active role in
maintaining a secure environment. Here are some common strategies that can be

employed:

l. Regula.r training sessions: Conducting regular training sessions on security best

practices can help to keep security awareness at the forefront ofemployees' minds. 2.

Interactive training materials: Using interactive training materials such as quizzes, games,

and simulations can help to engage employees and increase the effectiveness ofthe
training.

3. Tailored training: Tailoring training programs to specific job roles or departments can

help to ensure that employees receive training that is relevant to their responsibilities.

4. Senior management support: Gaining the support ofsenior management can help to

emphasize the importance of security awareness within the organization ard encourage

employees to take it seriously.

5. Continuous reinforcement: Reinforcing security best practices through regular reminders

and updates can help to keep security awareness top of mind.

6. Benchmarking: Regularly benchmarking the effectiveness ofsecurity awareness training
programs can help to identiry areas for improvement and ensure that training programs

remain up-to-date.

7. Phishing simulations: Conducting phishing simulations can help to educate employees

on how to identi! and respond to phishing attacks.

8. Incentives: Providing incentives for employees who demonstrate good security practices

can help to encourage security awareness and promote a security-aware culture.

9. Multi-lingual training: Providing training materials in multiple languages can help to
ensure that all employees, regardless oftheir language background, receive the necessary

training. Overall, the strategies ofAwareness and Training for Security should be tailored

to the specific needs of the organization and its employees, and regularly updated to
remain effective and relevart.



TN
/l
r'

Student Workload (SWL)

lc_ja-l \ o J .J. J"J .i ltl2lj snlrJl JJt \

32
Structured SWL (h/w)

!'r.-l JU"! dn ! s-!!r JJr
2

Structured SWL (h/sem)

,.l.a;Jl J){; JtLll ClIl !r-!.!t ,.l.}t

1

Unstructured SWL (h/sem)

J".iJl J)\- JU,! d;:ll ,;c; \,-!Jl .I.}l
l8

Unstructured SWL (h/w)

L"r-l JLt"! +.Lr !i !i!Jr Fr

50

Module Evaluation
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Time/l{umber Weight (Marks) Week Due
Relevant Leerning

Outcome

Formative

assessment

Quizzes 2 10% (10) 5 and l0 LO #1, #2 and #10, #l I

Assignments 2 10% (10) 2 and 12 LO #3,#4 artd #6, #7

Projects / Lab. 0% (0) Continuous All

Report I l0% (r 0) LO #5, #8 and # l0

Summative

assessment

Midterm Exam 2hr 20%(t0) 7 LO #1 -#7

Final Exam 3hr s0% (50) All

Total assessment

Delivery Plan (Weekly Syllabus)

qjlrtjjr srr.-!l 6l-dl

Material Covered

Week 1 Advanced Security Awareness Training Techniques

Week 2 Interactive training methods (e.g., gamification, simulations)

Security awareness for remote and distributed teams

Week 4 Measuring and evaluating the effectiveness of security training

Week 5 Emerging Threats Awareness

Week 6 Exploring emerging cybersecurity threats

Week 7 Ransomware and malware awareness

Week 8 Advanced persistent theats (APTS) and targeted attacks

Week 9 Midterm exam

Week l0 Cloud Security Awareness

Total SWL (h/sem)

l.aijl Jf,- Jtlai.J . l<Jl . -l,Jl Lll I

l3

16

100% (100 Mark$ 
| I

Week 3
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Week 1l Understanding cloud computing security challenges 1

Week 12 Security considerations for cloud services and deployments ;/j
Week 13 Cloud security awareness training

Week 14 Mobile Device Security Awareness

Week 15 Mobile device security risks and vulnerabilities

Week 16
Best practices for securing mobile devices, Mobile device security awareness training

Delivery Plan (Weekly Lab. Syllabus) N/A

_p,.-X ,rr.e-!l dr.tt
Material Covered

Week 1

Learning and Teaching Resources

,.r-.rJrJlJ d,.ll rrt e,

Text Available in the Library?

Required Texts "The Art ofHuman Hacking" by Ckistopher Hadnagy

Recommended

Texts
"Social Engineering: The Art of Human Hacking" by Christopher
Hadnagy.

Websit€s

SANS Security Awareness : wwrv.sans.or€/securit-v-awareness: SANS lnstitute offem a

comprehensive security awareness training program that covers a wide range oftopics, including
phishing awareness, password security, social engineering, and safe online behavior. Their website

provides access to free resources, blog articles, and information on raining courses and

certifications.

Marks %o DefinitionGroup Grade

90 - 100 Outstanding PerformanceA - Excellent

80-89 Above average with some errorsB - Very Good

70 -'79 Sound work with notable errorsC - Good

60-69 Fair but with major shortcomingsD - Satisfactory

Work meets minimum criteriaJt, s0-59

Success Group
(s0 - 100)

E - Sufficient

("lt It .tj) -,,1, (4s-4e) More work required but credit awardedFX - Fail

Considerable amount of work required.=-t (0-44)
Fail Group
(0 - 4e) F - Fail

I

Grading Scheme
+tr.2.rJl -LL=

it ll



Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark of
54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to condone
"near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic rounding outlined
above.
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Module Information
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Module Title
(1) 4*f dl
Arabic Language

Module Delivery

Module Type Support or retated tearning activity (S) E Theory
El [,ecture
ELab
E Tutorial
E Practical
E Seminar

Module Code WUOl

ECTS Credits 2

SWL (hr/sem) 50

Module Level I Semester of Deliverv 2

Administering Department Cyber Security College CSIT

Module Leader Zahraa Raheem Masir e-mail zahraa.mas \.vas it. qdu.iq

Module Leader's Acad. Title Module Leader's Qualifi cation

Module Tutor e-mail

Peer Reviewer Name e-mail

Scientifi c Committee Approval
Date

01/0312026 Version Number 1.0

Relation with other Modules

6i!l i.-!Jl :lll g. ii)Jl

Prerequisite module None Semester

Co-requisites module None Semester

1.--,'-ll
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Module Aims, Learning Outcomes and Indicative Contents -:':-; ; r' -.- l

airurYl LrU+b dJ' e',rr e-lrJl ;)Ur .-,rJ.6i 'i,- , ... 
_.j

Module Objectives
.:-!rJl blll !ju^l t. ,+.lt ilJt ;.-l_rr i"Al Oq

2 i4J.Jl irt(lg ir-'.r.,ett 6rtJill ddJ

Module Learning

r.-!Jl ;)L.! d.:Jr .:,t-.r3

Outcomes

J..ai . r<rrTr.i.y'r uitr 4 Ju+r J,rJ, |* J?dilt, r .i.rJr LiJr ....- ,.,ll. tJrr,Jr t:+ df

.ll.i,-.J ur":..':rL, i .l Jl l.€Jul, t{srl a-",.-rJl dll a;lr -UU! +tLJl .o.r- a,f

;.:Je. DlnI c.;rrll e Jti-'il ,.1 
't-....- r,L*r-l :.iljl JL-:-l ,J,;.rull --*:<r i)tJ

df t"X dl c,!!.rJg .:,1rt.-\;r +!t "|-j tt ,dul &J i.rl ;.iljl. H.:Jl o.-.-J erijll

c.:: rl..ajl rJ 14 !.y't rJ,lti cj+Ul ,)LJJI rl-J ,tul Jill dtJ g+i (d;i!l c,Ull

i- ,:[ c-.- rgt lt ;, .rv.rJl.1 Jell l,{Llr, g,a; fut c,t J.L-a.6,"} f, LrJ:- t"if

,i;r, ,r."!g ,r-,ai!r .rA '.ftl ,rt-JJ! ,.];tiJ!t g-tr ;t #r J-js a-u, l'rl iilJl

JL(JI qey.-, Jl Jri,rl iiJt 1,i.Ul 
sa_, 
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Indicative Contents

ierL{}l .:,b3l

[20 hrs]al).x 1,J.,! JLjrl . Jr.iL U.:l JLiJr, , i,.j1ir Jt i'!r.,,'!l J.i,AL.Ir !).jjr .ri[rJ.ilr

Prrt c -J}! lrrr

,jr, l-\+l J, Alf! or {-r I ,}rJ l,-:tr ,rt Brrrr, .ltlJF, ,rr! L+r ."pr

[20 hrs]

Part D- ..,r.,tJ! 
'Ui!'J dr't5 hrsl

Part E-€l,r uanell

u 0hrsl,1ur ,1r;l ,.t ! Jri.Lr r! Jril.r

Part F )J,Jl Jrrji

Indicative content includes the following.

E84A - u.!r L,.l

:..r,lt r;,::t ,rt, ;L:" [15 hfS]

Part B-Jr.i'jr

,r,Jl 0 G:Il, CJl, riJl + !fj,ll, . .,Ul[ l0 hrs]

Part G+,,t.tt q5,- ,r-[5 hrs]

Learning and Teaching Strategies

rtrJlJ d..Jl .:lLilFl
Strategies

I



Type something like: The main strategy that will be adopted in deli

encourage students' panicipation in the exercises, while at the

expanding their critical thinking skills. This will be achieved thro
tutorials and by considering types of simple experiments involving so

that are interesting to the students.

ln

eistoring this modul

lime refining

Student Workload (SWL)

!e5.-l \ o I .-. y3 tJUI qr-lJt JLlt

Structured SWL (h/sem)

,LaJl Jf,- .: lu]j 
rE rl !r.!Jt .I^jt

32
Structured SWL (h/w)

!'r.-l Ju.! di"Ir ,rrJr JJr
2

Unstructured SWL (h/sem)

,t"ijl J], !.'UrlJ rt ,ll ^; lr-tJl uPl
l8

Unstructured SWL (h/w)

L,_ ,-l JrL! rE Ir i rr-lJr JJl
I

Total SWL (h/sem)

,-f-dl J);.Jltdj Jnl q.!Jr ,}Jr
50

Module Evaluation
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Time/l\[umber Weight (Marks) Week Due
Relevant Learning

Outcome

Formative

assessment

Quizzes 2 l0% (10) 5 and 10 LO #1,#2 and #10, #1 I

Assignments 2 l0% (r 0) 2 and 12 LO #3, #4 and #6, #7

Projects / Lab. 0 0% (0) Continuous All

R€port 2 20% (20) l3 LO #5, #8 and #10

Summative

assessment

lhr r 0% (10) 7 LO#t -#7

Final Exam 2hr l6 All

Total assessment 100% (100 Marks)

Delivery Plan (Weekly Syllabus)

6pt g;.-'Jt 6k-rt

Material Covered

Week 1 i.#.dliilrrJl} ;Llt l+.Jrlrlil]l ly.l
Week 2 &.ivr

Week 3 JCb is+.$

and

I

Midterm Exam
I 600/o (60)



Week 4 t+!r.! OS: 61!r.ll

Week 5 telr.b Ot

Week 6 #ill d,l-)e

Week 7 E-uia4 ru.tl

Week 8 o\.anlll

Week 9

Week l0 a.trl rtfi.lt

Week 11 alr.l dJdrll

dll.lldJ&ll

Week 13 rsJl .rl3l

Week 14 ruJl .r!E

Week 15 fJalJ+lJ 6,r-i rf.

Delivery Plan (Weekly Lab. Syllabus) N/A
pJ.l urj."!t 6kJt

Material Covered

Week I None

Learning and Teaching Resources

,-r.u,ll1 .I:ll 1:ta,

Text Available in the Library?

Required Texts u.t .iiYl ,r" eG! L..!l fiJlf Oxil.lrll u.ieJ.f. Yes

Recommended

T€xts
trl-p?lt elJill .,i e'C:.ll/e).Yl ..:s. /.Fill cis No

Websites

Gradin Scheme

I

,I

tu JJrill

Week 12
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Group Grade Delinition \\o-<. n/.1
A - Excellent 90 - 100 Outstandints Performance

B - Verv Good 80-89 Above average with some emorc

C - Good Sound work with notable errors

D - Satisfactory 60-69 Fair but with major shortcomings

Success Group
(s0 - 100)

E - Sufficient ))4, 50-59 Work meets minimum criteria

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark of
54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to condone
"near-pass fails" so the only adjustrnent to marks awarded by the original marker(s) will be the automatic rounding outlined
above,

FX - Fail

F - Fail

("lLlt r*) ..:--!

s-!,r

(4s-49)

(0-44)

More work required but credit awarded

Considerable amount of work required

Fail Group
(0 - 4e)

t94

Marks %o

70 -19

I I I
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